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PART 4--ADMINISTRATIVE MATTERS

SUBPART 4.4--SAFEGUARDING CLASSIFIED INFORMATION WITHIN INDUSTRY 

4.404-90 Security procedures for Air Force contracts.


(95)(a) PKXO personnel will:



(1) Security Clearance Technician shall obtain and maintain current and accurate information on security clearance and storage capabilities of DOD contractors from the Defense Security Service (DSS).  Information will be provided to contracting officers upon request and upon receipt of changes to the contractor’s status from DSS.



(2) Upon request by buyer processing a classified requirement, Security Clearance Technician shall:




(i) Request clearances not on file or expired from DSS.



  (ii) Forward clearance letters to the requesting buyer.



 (iii) Notify buyer when sources identified by buyer have no security clearance. 



(3) If paper distribution is made, distribution personnel shall send 78 SPS/SFAC one copy of each contract containing a DD Form 254.  



(4) Closeout personnel shall provide 78 SPS/SFAC a list of contracts containing DD Form 254’s that are closed each month.


(95)(b) The contracting officer will:



(1) Review DD Form 254 for currency, accuracy and note the 
security level(s) and storage capacity requirements;



(2) Prepare and certify a “classified” source list of contractors who have the appropriate clearance level and storage capability to allow for receipt of the classified data utilizing the DSS clearance letters obtained through the security clearance technician in PKXO.  The certified source list must include the following information:




 (i) solicitation number;




(ii) cleared mailing address for classified data;




(iii) CAGE code;




(iv) clearance level or storage capability;

(Note: The facility clearance level and the storage clearance level may not be the same.  Always check storage capability and level cited in the DSS letter to be sure it is adequate for receipt of the classified material involved.)




(v) name of data custodian for foreign sources or the words “FDO APPROVED FOREIGN SOURCE”;




(vi) CO certification that the sources cited have the security clearance adequate for receipt of the classified data;  (Sample certified source list on the WR-ALC/PK Homepage at http://pkec.robins.af.mil/pr/expcont/eccssl.doc  


(3) When classified data is involved, follow the instructions for requesting classified/confidential data set forth in PKOI 64-04, Section 4;



(4) Coordinate with the Foreign Disclosure Policy Office (WR-ALC/LGMRA-FDO, extension 6-3993) in accordance with AFPD 31-4, and its supplements, when a contractor outside of the United States requests a bid set, or as otherwise deemed appropriate, and document the file accordingly.  Ensure the security classification guidance furnished with the DD Form 254 has been approved for release by LGMRA-FDO and documented in the contract file prior to disclosure to the foreign firm;



(5) Mail classified solicitation packages only to sources on the certified “classified” source list established in accordance with paragraph 4.404(95)(b)(1), above;



(6) Notify any ineligible requester that they will not be receiving bid sets and why;



(7) Protect any excess bid sets by securing in an approved safe.



(8) Complete the DD 254 for award.  The contracting official is responsible for completing items 2a, 6a-c, and 16.  Be sure to verify the contractor has the appropriate facility security clearance and storage capability and obtain the current cognizant security office information from the DSS Website.  To obtain the correct cognizant security office address: 

(a) Visit the Defense Security Service Website at http://www.dss.mil 

(b) Click on “About DSS” 

(c) Click on “DSS Region Structure”

(d) Click on the region where the contractor is located on the US map which appears and 

(e) Click on the region’s “Industrial Security Field Offices”, and scroll through until you find the appropriate address for the “Field Offices/Areas of Responsibility” for the state/city in which your contractor is located;



(9) Process final DD 254 and process request for data retention, if made;



(10) If electronic distribution is made via NAFI or ACPS, notify 78 SPS/SFAC at the following e-mail address:  melvese.harris@robins.af.mil.



(11) Notify unsuccessful offerors of the need to dispose of classified data;

       (12) Upon award of the contract, destroy excess classified bid sets.
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